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Relation to curriculum Undergraduate degree program; compulsory; 4th semester 

Type of teaching, 
contact hours 

Lectures, < 60 students 

Teaching Methods Simulation, case study, collaborative learning, project-based learning, problem- 
based learning 

Workload 1.​Lectures: 3 sks x 50 = 150 minutes (2 hours 30 minutes) per week. 
2.​Exercises and Assignments: 3 x 60 = 180 minutes (3 hours) per week. 
3.​Private study: 3 x 60 = 180 minutes (3 hours) per week 

Credit points 3 credit points (sks) 

Requirements 
according to the 
examination 
regulations 

A student must have attended at least 80% of the lectures to sit in the exams. 

Mandatory 
prerequisites 

Operating System 

Courses description In this course, students learn how computer communication works. Student will also 
study how data can be transmitted from one computer to another is based on the OSI 
Layer and TCP/IP reference model, network devices, cable types, IP addressing, 
subnetting, routing protocols (Static and Dynamic Routing), Virtual 
Local Area Networks (VLAN), and IP management. 

Learning outcomes 
and their 
corresponding PLOs 

After completing this module, a student is expected to:  

CO1 Students are able to describe the history of computer networks, 
understand how the communication inter-computer, and are able to identify 
network devices and diagnose performance issues. (C1, C2, C3, C5) 

PLO3 

CO2 Students are able to perform subnetting and configuration on networks. 
(C2, C3, C4, P2) 

PLO3 

CO3 Students are able to identify routing concepts,  approach how routing 
concepts work, and configure them in networks. (C1, C2, P2) 

PLO3 

CO4 Students are able to conceptualize VLANs and design IP management 
within networks across various case studies. (C3, C6, P2, P4, P5, A2) 

PLO3 

Content The topics covered in this course include: the history of computer networks, the 
impact of computer networks on human life, computer network 
equipment/components, transmission media, network performance (loss, delay, 
jitter, throughput, loss calculation, delay, jitter, throughput), OSI Reference Model, 
TCP/IP Reference Model, the role of protocols in computer networks, the functions of 
each layer in the OSI and TCP/IP models, the advantages of the OSI and TCP/IP 
reference models on a per-layer basis, binary and hexadecimal 

 



 
 

 numbering, Private and Public IP addresses, addressing schemes, introduction to IP 
versions 4 and 6 (IPv4 and IPv6), fundamentals of subnetting, comparison of classful 
and classless addressing, subnetting terminology, network address, broadcast 
address, usable host addressing, subnetting for Class A, B, and C, concepts and 
mechanisms of routing in computer networks, introduction to different types of 
routing protocols, static routing concept in computer networks, dynamic routing 
concept in computer networks, types of dynamic routing protocols, Routing 
Information Protocol (RIP), Open Shortest Path First (OSPF), Enhanced Interior 
Gateway Routing Protocol (EIGRP), VLAN principles, VLAN configuration, 
maintenance, and troubleshooting, routing principles, subnetting, 
and determination of the number of hosts in a network. 

Media employed LCD, whiteboard, websites, books (as references), online meeting, etc. 

Assessments and 
Evaluation 

One written Midterm assessment (60 minutes) and one final oral exam (30 
minutes), two short computer-based quizzes, takehome written assignments 

Study and 
examination 
requirements and 
forms of examination 

The final grade in the module is composed of: 
•​Two short computer-based quizzes: 15% x 2 = 30% 
•​Take-home written assignments: 15% 
•​Written Midterm assessment: 25% 
•​Final oral exam: 30% 

Students must have a final grade of 55.6% or higher to pass. 
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